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But what does that mean? And why is
it something that businesses should be
concerned about?

Physical hoarders, whose houses are
piled high with keepsakes, can quickly
become run-down. As hard drives and
cloud storage around the world bulge at
the seams, businesses risk losing their
agility and innovation. Companies such
as AirBnB, Uber and Booking.com are
examples of companies that have lots
of data, but turn it into a positive, using
their digital currency in the right ways.

Forty one per cent of data hasn't
been touched in three years?®. And yet
people don't want to delete their files,
but neither are they forced to. Cheap,
high capacity storage devices, extend
the myth of ‘free’ storage. And while
that exists, the incentives to delete
information do not.

However, this rising level of data? is
a problem for businesses because
digital hoarding slows down company
workflows, it clogs server space
and presents tangible risks to any
organisation affected by it.

of IT

83% decision makers

believe that their company
is a data hoarder

makers admit they are data hoarders

Moreover,

77%

are more concerned about its
impact now than one year ago

The scale of the issue is significant.

86 per cent of the data stored by
companies is redundant, obsolete,
trivial (ROT) or unknown (dark). There's
no such thing as free storage: hoarding
and other poor data practices will
create $891bn of avoidable storage
and management cost globally by
202083,

But it's not just the costs of storing
hoarded data that should alarm
companies. Within the dark data lies
information that may be needed for
compliance, is business-critical, or
breaches copyrights or data privacy
rights. If you can't find it, or don't
know it's there, you're in a dangerous
position.

Some of that data is even actively
harmful. Unencrypted files increase
the risk of a data breach, whereupon
most companies can't respond quickly,
because their high data volume
hampers them.

1 From the Veritas Data Genomics Index: http://datagenomicsproject.org/DGl-Report-Feb-2016.pdf

2 Data growth at the file level over the past seven years is 39 per cent (Data Genomics Index)

3 Stats from Databerg Report 2015: http://info.veritas.com/databerg report
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Three quarters of office professionals and 87%
of IT decision makers admit to storing items that
could be harmful to the company

Who is responsible for this hoarding behavior?

Almost two thirds (62%) of office
professionals admit to being data
hoarders. Some of the items stored are,
of course, essential files for both the
individual and the company. But many
are not. More than 90 per cent of these
employees* admit to adding personal
files to company storage.

These files include job applications to
other companies and embarrassing
correspondence with other employees.
Things that they probably shouldn't be
storing there in the first place.
Nevertheless, they're very attached

to that data. Half of all data hoarders
would rather get rid of all their clothes®
or work weekends® for three months
than relinquish their digital files.

This behavior perpetuates a situation
that hoarders can't get out of. Many
employees try and fail to purge their
data. Others hope to, but never even
start. They hoard, but are they the real
culprits.

Top excuses employees give for hoarding files:

4 7%

4 93% of digital hoarding office professionals

Are afraid of needing to refer to the data again

Aren't sure which files should be kept or deleted

Don't believe their files cause clutter

Think deleting files takes too much time

5 50% of digital hoarding office professionals, and 46% of digital hoarding IT decision makers

8 49% of digital hoarding office professionals, and 48% of digital hoarding IT decision makers



The Data Hoarding Report | The Data Employees Save Puts Businesses at Risk

Culture change

VERITAS

The real problem is that companies lack  problem (compounding the myth), they

the correct culture and processes to
tackle the problem. IT decision makers
too are guilty of hoarding, but it's the
lack of clear strategy that makes them
the root of the problem.

Data is expanding and companies have
often decided to keep it, because it
might be valuable. But their approach
to allow this has been a hardware-led
one. By throwing ‘free’ storage at the

unwittingly encourage their employees
to hoard. It is a cultural and behavioral
problem, not a technology one.

It doesn't help, of course, that hoarding
isn't seen as an issue by 82 per cent of
non-IT executives. Without the support
of the C-level, most IT decision makers’
don't have the time and resources to
deal with the problem.

Top items hoarded by employees:

Office pros and ITDMs

29% Word processing documents
1 28% Emails . 19% Photos

>

JJ 9% Music n 9% Videos

Other employees

L 44% Unencrypted
personal records

44% Job applications
to other companies

38% Unencrypted
company secrets
25% Embarrassing
employee correspondece

What's the way forward to solve the hoarding problem?

The pathway to minimize hoarding is
not always a simple one. Data hoarding
behavior is often enabled by company
culture, so there's a social element

to the solution. Cultural change and
education needs to show employees a
new way.

Data is highly important to businesses
- it's their lifeblood in many cases.

So there also needs to be a technical
element to how they manage it that
enables important data to be stored

773% of IT decision makers

and used, while peripheral data is

jettisoned.

Each organisation has an opportunity
to transform its IT department and
identify new business opportunities

by better understanding which data is
business critical. They can also start to
delete the 31 per cent of data that is
already known to add no value back into
the business.
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Here's how to start:

Culture and Behavior Changes: Constantly educate employees that the
company's IT systems are not their property. Inform them about the costs that
they create with their risky behavior and explain the impact on the business.
This helps employees appreciate the value of information, paving the way for
better data management.

Define Collaboration and Responsibility: Compliance teams, marketing and
IT have a stake in corporate data, as well as different access, archiving and
management requirements. Establish a collaborative culture between these
departments. A Chief Data Officer or Chief Digital Officer could help translate
the business needs into clearly defined data management and analytics
processes, and drive the cultural shift.

Visibility and Classification: To make decisions around data, you need to
understand what is stored. More difficult when the company'’s infrastructure is
fragmented. Turn the lights on. See what is stored, who is accessing it and how
often. Then classify data based on a bespoke data retention policy. Only 16%
of organizations do all of this today.
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Identify and Remediate Risks: If you don't know what you're storing, you can't
be compliant. Employees hoarding personal files could violate copyrights,

not to mention data privacy rights that might be affected after they leave the
company. Analysing and classifying dark data enables a workable information
governance strategy. Identifying these risks at an early stage allows them to
be remediated.

Start to Delete: Focus first on data that is obviously redundant, trivial or
obsolete. Deletion of these files should be guided by a policy and should
happen at least once a quarter. A deletion in September, for instance, could
help clear out employees’ summer holiday photos and videos.

Companies that build “a value of evolving business needs. When it
information” driven culture will excel does, this agility and transparency
in an information driven economy. will enable businesses to drive major
The sharing, ownership and lifecycle efficiencies and get more value from
management of data needs to suit the information it chooses to keep.



Methodology

We are revealing exclusive findings from an independent research report into
organizational data management.

Covering over 10,000 respondents across 13 countries, this study, conducted for
Veritas by research firm Wakefield Research, explored the data habits of both IT
decision makers and office professionals and asked how their behavior is affecting

their company’s data management posture.
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